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“Microsoft is harnessing the billions of users that
are on the internet and the billions of logins that
happen in a day, and using machine learning to
incorporate it all into our security environment.”3
– Curt Kolcun, Microsoft VP U.S. Public Sector

INTRODUCTION

Just a few weeks before the news about OPM broke, the IRS was hacked,
compromising sensitive information of over 330,000 Americans.2

In October 2015 a young teenager hacked a high-ranking intelligence
official’s personal email account, which contained sensitive and private
government data. The attack was carried out, not through a series
of technical processes, but through simple deceit with access gained
through private vendors. In this incident, information including
social security numbers and private information regarding top
government personnel that the official had stored in his personal
email were compromised.

In 2014, federal agencies reported 67,168 security incidences. Some with
sophisticated measures, while others through simple phishing scams
and malicious URLs. With large and inflexible legacy systems holding so
much of the government’s data today, agencies run the risk of adapting
to changes in technology and connectivity much slower than cyber
attackers. It’s no wonder 19 out of 24 major U.S. government agencies
consider security to be a “significant deficiency” or “material weakness.” 3

In August 2015, the Pentagon’s network was breached through a
never-before-seen social media account encryption attack. The attack
affected over 4,000 military and civilian personnel and shook the nation
with questions regarding security in the government.
When the Office of Personnel Management discovered two
unprecedented security breaches earlier in 2015, personnel records
and security clearance data for over 22 million people were
compromised. One of the most damaging cyber attacks in U.S.
history, and it all came down to stolen contractor credentials.1

State and local governments face security threats as well. According
to an independent analysis4 of state government IT plans conducted
in early 2015 (before the OPM and Pentagon attacks were discovered),
many states were indeed aware of the need for stronger cybersecurity,
but most only gave the solutions minimal or superficial documentation.
1 Mike

Levine and Jack Date. ABCNews. 22 Million Affected by OPM Hack, Officials Say. July 2015.

2 Jose

Paglieri. CNNMoney. IRS says criminals actually stole data on 330,000—three-times more than previously
believed. November 2015.
3 Satya Nadella and Julia White: “Government Cloud Forum,” November 2015: http://news.microsoft.
com/2015/11/17/satya-nadella-and-julia-white-government-cloud-forum/#sm.000lw0rje1c3kdp3zu12f3f1pzfm3
4 Gregory
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Dawson and Kevin C. Desouza. The Brookings Institution. How state governments are addressing
cybersecurity. March 2015.

Attacks on government agencies, whether national, state, tribal, or local, can not
only compromise private citizen information, but they also open up the United
States to national security threats.
On October 30, 2015, President
Obama and Federal CIO Tony Scott
introduced the Cybersecurity Strategy
and Implementation Plan (CSIP) for the
Federal Civilian Government. This new
approach shapes national cybersecurity
through five key strategies:
1) Prioritized identification and protection
of high value information and assets;
2) Timely detection of and rapid response
to cyber incidents;
3) Rapid recovery from incidents
when they occur and accelerated
adoption of lessons learned from
the sprint assessment;
4) Recruitment and retention of the most
highly-qualified cybersecurity workforce
talent the Federal Government can bring
to bear; and
5) Efficient and effective acquisition
and deployment of existing
and emerging technology.6

Cyber criminals are learning to adapt to changes in technology quicker than
ever, and more opportunities for intrusion are possible. Unfocused security
plans and on-premises legacy systems mean that too many government
agencies may be slow to adapt to new devices, users, and resources. The
result? Failed security audits. A lack of public trust. National security risks.
And a yearly cost of $400 billion in damages.5
In the face of evolving cybersecurity dangers, October 2015 marked
a significant milestone among federal departments and offered all
levels of government a strategic way forward for protecting against
cyber threats. The Federal Government’s Office of Management
and Budget released a detailed Cybersecurity Strategy and
Implementation Plan (CSIP) to improve the security measures in the
cyber systems throughout the government over the course of FY
2016 and beyond.
Industry-leading cloud-based security practices that are designed
specifically for government address many of the objectives called
out by CSIP. With the cybersecurity technology and dedication
of a leading cloud-based partner, government agencies can
expect it all: better protection for high value information and
assets, leading technology that enables more rapid detection
and incident response, incident recovery that is timely and
effective, and cybersecurity industry talent that’s among the
best in the world.
5 2014
6
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estimate by Center for Strategic and International Studies (CSIS)

https://www.whitehouse.gov/sites/default/files/omb/
memoranda/2016/m-16-04.pdf

These qualities not only make leading cloud practices stand out as an important
part of government security, but they can also help satisfy all of the objectives laid
out by the Federal Government in CSIP.

WHITE HOUSE INCREASES
CYBERSECURITY COMMITMENT

In addition, the benefits of a government-centric cloud solution go beyond
security. By implementing and integrating cloud technology in the government
workspace, agencies are discovering that work environments are becoming more
productive and workflows more streamlined. For those who have adopted these
leading practices, virtually all levels of the organization can finally connect the dots
and experience true peace of mind.

On February 9, 2016 the White House
reached out to Congress to help federal
agencies update their aging computer
networks. The Cybersecurity National
Action Plan (CNAP) proposes a $3.1 billion
Information Technology Modernization
Fund to speed up agencies’ efforts to
upgrade older systems and applications
to more modern and secure technology
(like the cloud) for government agencies.

The CNAP proposes a $3.1 billion
Information Technology Modernization
Fund to speed up agencies’ efforts to
upgrade older systems and applications.
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This new initiative aims “to enhance
cybersecurity awareness and protections,
protect privacy, maintain public safety
as well as economic and national security,
and empower Americans to take better
control of their digital security.” The CNAP
is accompanied by a $19 billion budget
increase for FY17—a 35% increase over
past years and a clear demonstration
of the importance of Cybersecurity.7
7 Nextgov.

White House Wants to Give Agencies New Pot of Money
to Upgrade Legacy IT. February 2016.

In 2015, personnel records and security
clearance data for over 22 million
people were compromised.¹

Digital information, assets and technology should empower organizations and
everyone in them. That’s why they exist. That’s why government agencies deem
them important enough to be protected. Technology should enable agencies
to do more and achieve more in improving communities, states, countries,
and the world.
That’s why retiring legacy systems and stepping into this new realm of enhanced
cybersecurity is a must for all levels of government. Protection, detection,
and response are the pillars of leading cloud-based security services, and they
rely on some of the world’s top talent and most advanced security technology.
Beyond security, cloud solutions can enable government agencies to do so much
more. Leading cloud services help agencies store more data more securely,
deploy sensors and applications with real-time results never before possible
on legacy systems, analyze and understand data through automation—all while
helping to ensure the highest level of protection and compliance.
8
DoD CIO Memo. Migration to Microsoft Windows 10 Secure
Host Baseline. November 2015.

4

T H E I N S I D ER ’ S G U I D E TO C Y B ER S ECU R I T Y F O R G OV ER N M EN T

DEPARTMENT OF DEFENSE STRENGTHENS
ITS SHIELD WITH CYBERSECURITY AT
THE FOREFRONT
The U.S. Department of Defense is one of cyber criminals’
most targeted organizations, so securing its baseline systems
is critical. The DoD spends close to $38 billion on cybersecurity
and IT annually. In the face of increasingly complex attack
methods and the growing expense of attack clean-ups,
the organization understands the value of automation
in cybersecurity. 8
Therefore, DoD’s CIO issued a directive in early 2016 for the entire
department to establish Microsoft Windows 10 as its Secure Host
Baseline by early 2017. As part of this initiative, the DoD is upgrading
more than four million devices which may offer the agency potential
benefits such as:
• The ability to partner more with the private sector
to employ some of the world’s most effective
cybersecurity tools.
• The ability to help secure credentials with
virtualization-based security to reduce credential theft
techniques and attack vectors.
• More consistency within the DOD’s cybersecurity
configuration and management with this new
cloud-based standardization.
• Increased employee productivity, lower costs,
and better protection from modern security threats
as the result of faster and more regular cloud-based
software updates.
Get the Self-service Windows 10 Proof of Concept Kit
to assess the in-place upgrade option, traditional
deployment methods and other management tools.

CHAPTER 1

Security in the Cloud

A cloud-based data loss prevention solution
helps prevent sensitive information from
leaving the secure environment.

For cloud service providers that are dedicated to government priorities, a commitment to security is the number one concern.
And when protecting customer data is their full time job, these providers can dedicate the necessary resources to move
cybersecurity beyond protection and get in front of attacks. IT departments can achieve light years more in terms of protection
and data security by partnering with a dedicated and certified cloud provider rather than continuously dip into budgeted
resources to modify the existing infrastructure every time a new device is introduced to the network.
Cloud vendors are able to employ more advanced capabilities
than agencies alone, including:
• High-level security expertise
• Low cost for valuable automated systems and regular
technology updates
• Real-time compliance and certification management
Not only are vendors more capable, but cloud systems also offer
agility and features beyond the scope of traditional data storage.
What are the unique security features that a cloud-based solution
has to offer government?

6
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1. DATA LOSS PREVENTION
A cloud-based data loss prevention solution helps prevent sensitive
information from leaving the secure environment, and segregates
agency and individual data. Access can be restricted or blocked
through organizational policy. Alerts are sent in real-time to warn
staff when sensitive data, credit card numbers, and social security
numbers are included in emails. And, users can be educated through
notifications reaching across messaging, mobile documents,
and desktops to better prevent improper disclosure, promote hygiene
and support compliance. This feature also allows agencies to search for
sensitive content through eDiscovery.

2. KEY MANAGEMENT AND ENCRYPTION

4. AGILE MOBILITY MANAGEMENT

Organizations can encrypt keys—including authentication
keys, storage account keys, .PFX files and passwords—with
the high-level protection of compliant hardware security
modules. In the cloud, encryption can be available for
data at rest or in motion because sensitive information
and certificates need to be protected at all times. Secure
transport protocols such as IPsec and SSL/TLS can be enabled
between devices, VPNs, virtual machines and datacenters. For
data at rest, FIPS 140-2–compliant AES 256 symmetric SQL
transparent data encryption and other options are available,
depending on organizational needs.

Device, user, and location management can be
a problem for agencies that are growing
and changing with today’s increasingly
digital environment. To maintain control
over the entire network in the cloud,
visibility into the organization’s devices
is critical, and parameters can be
defined to control access to
resources such as emails or
certain file sets. Such risk-based
parameters include device
health, user location,
and past user behavior.

3. ADVANCED AUTHENTICATION
A mandate requires multi-factor authentication in many
federal agencies, and leading cloud practices dictate
advanced authentication measures using open and standard
methods, covering everything from claims to multi-factor
approaches. Additionally, a cloud-based centralized analysis
of how users are authenticating can help to identify
anomalous behavior, and multi-factor authentication
is available across all types of devices.
While smart cards have traditionally been required for
strong, multi-factor authentication, new methods are being
developed to leverage more flexible derived credentials.
In these new models, authentication may be performed by
using an asymmetric key pair instead of a string comparison
(for example, a password), and the user’s key material can be
further secured by using hardware.

7
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5. SECURE APPLICATION DELIVERY

6. VISIBILITY INTO USER BEHAVIOR

Organizations need a fast, cost-effective way to accommodate new
devices, apps, users, and locations without worrying about scale or
adaptability. Through cloud systems, apps can be delivered more
securely as business needs for them arise, and cloud platforms can
work with existing apps as well, without compromising productivity.

User access, behavior, security, and compliance can be monitored
with cloud systems. In one single view, organizations can see who
is accessing information, when and how, and whether security checks
in place are doing their job.

Users are accustomed to loading applications from a variety of
mobile application stores today, but enterprise IT needs to protect
access, maintain license compliance, and optimize support across a
variety of devices. Cloud-based application delivery systems can
provide mobile device management, mobile application management,
and PC management capabilities all from a single portal. Organizations
can then provide employees with access to confidential applications,
data, and resources from virtually anywhere on almost any device,
while keeping protected information secure.

7. ADVANCED THREAT ANALYTICS

8
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The average amount of time that attackers reside within an
enterprise network before they are detected is 200 days. During
this time, they’re gathering classified data and information, waiting
to strike at just the right moment. Today’s threat analytics help to
identify breaches and threats using behavioral analysis and provide
a clear, actionable report on a simple attack timeline. Behavioral
analytics can uncover suspicious activities and abnormal behavior,
leveraging Machine Learning so that agencies can adapt as fast as
their attackers.

8. ADVANCED THREAT ANALYTICS
IMPLEMENTATION SERVICES

HYBRID CLOUD

Because of the increasing savvy of cyber criminals, threat detection
today relies more on expertise and planned response strategies than
ever before. Leading cloud services should provide government
agencies with the education, preparation, and assistance to design
and deploy effective advanced threat analytics on their systems,
including a well-thought out advanced threat response plan.

Extending into the cloud should expand
an agency’s options without adding complexity
or forcing applications to be reconstructed.
Enterprise hybrid cloud solutions enable
workloads to move from the datacenter
to the cloud for improved scale and lower
TCO, while still maintaining a complete view
of the infrastructure. Government agencies
can build hybrid applications that leverage
both on-premises and cloud resources,
while taking advantage of storage, backup
and recovery options with increased efficiency
and reduced cost.

9. EXPERT SECURITY RESPONSE
A cloud service provider that truly understands the value of
government security will be able to respond to and resolve nearly
any security incident as it occurs.
This expertise helps organizations manage risks to security, builds
community-based defense capabilities and helps to establish
best practices in cloud security for the future. Standardized and
automated processes available with advanced cloud services
decrease time necessary to manage incidents when they occur.

10. ACTIVE DIRECTORY HARDENING
Extending into the cloud should expand an agency’s options without
adding complexity or forcing applications to be reconstructed.
Enterprise hybrid cloud solutions enable workloads to move from
the datacenter to the cloud for improved scale and lower TCO, while
still maintaining a complete view of the infrastructure. Government
agencies can build hybrid applications that leverage both onpremises and cloud resources, while taking advantage of storage,
backup and recovery options with increased efficiency and
reduced cost.

9

T H E I N S I D ER ’ S G U I D E TO C Y B ER S ECU R I T Y F O R G OV ER N M EN T

Here are a few of the leading security services
that a hybrid cloud environment can offer
government agencies:
• Security risk assessments
• Threat detection services
• Persistent adversary
detection services
• Offline assessments for
active directory
• Incident response and recovery
• Software asset management services
Cloud-based solutions that enable multiple hybrid
scenarios allow US government agencies and their
private sector partners to deploy on-premises or
cloud-based IT solutions.

CHAPTER 2

Empowerment
through Compliance

CJIS Requires data to be
protected throughout its entire
lifecycle, including dissemination
outside the organization.

Government agencies should remain compliant with federal
regulations whether data is stored in the cloud, in a hybrid-cloud
environment or entirely on-premises. Finding a cloud partner that
operates with compliance-first policies can help government agencies
meet national security requirements like HIPAA and recommended
standards like the FBI’s Criminal Justice Information Service (CJIS) Policy.

Rights protections stay with the data, which means even when an
employee emails a document to a consultant or partner organization
(or to his or her personal email account), that document can still be
protected by information rights management services and message
encryption. Services like rights management help prevent data leakage
outside agency walls.⁹

The CJIS Policy developed by the FBI has become a cybersecurity
yardstick for many government agencies. Outlining the minimum
security standards government agencies should have in place to help
ensure they are secure from threats, this standard covers all types of
data environments. Cloud service providers can help agencies become
CJIS-compliant so they are better protected from cyber attackers
through the high-level security measures required to be compliant.
Organizations should expect any cloud provider to help them to
maintain continuous CJIS compliance.

CJIS compliance also requires that access to privileged functions
and data are restricted to explicitly authorized personnel. Privileged
user identities can be controlled in the cloud through monitored access
and behavior to eliminate the potential risks of compromised privileged
accounts or leaked credentials. Reports of leaked credentials and
access from possibly infected devices allow organizations to crossreference information that could lead to protection from large-scale
credential theft.¹⁰

CJIS requires data to be protected throughout its entire lifecycle,
including dissemination outside the organization. Cloud encryption,
identity and authorization policies can be used to enable work across
multiple devices securely and establish user rights to data.

9 U.S.
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Department of Justice, Federal Bureau of Investigation, Criminal Justice Information Services Division (2015).
Criminal Justice Information Services (CJIS) Security Policy (CJISD-ITS-DOC-08140-5.4). Washington, D.C.

10 Ibid.

Advanced authentication security procedures are
required for certain devices, users, and locations,
according to CJIS policy. Leading cloud practices such
as multi-factor authentication help protect CJIS data
from unauthorized access. Multi-factor authentication
requires that users should not only be asked to provide
something they know (a password, for example), but
also something they have (a particular device) or
something they are (a fingerprint or retinal information)
in order to safeguard access to identities and data.11

OTHER COMPLIANCE STANDARDS
Government agencies are constantly dealing with
multiple areas of compliance, protecting information
beyond CJIS requirements. It’s likely that any agency
dealing with personal medical information must
comply with the Health Insurance Portability and
Accountability Act (HIPAA). To help agencies comply
with HIPAA, leading cloud services offer Business

12

Associate Agreements to help meet virtually all security
requirements necessary to help cover access and
protection of information within the platform. Cloud
tools such as identity management use advanced
techniques to manage and control users’ digital
identities and privileges within the system, to help
ensure that HIPAA and other regulatory requirements
for access control are covered.
The Federal Risk and Authorization Management
Program (FedRAMP) assesses and regulates security
standards for cloud providers in the United States.
Leading cloud providers have undergone an
independent security analysis that ensures they have
the security measures in place to allow a partnership
with government agencies. Rather than focusing on
the complex and costly process of security assessments
and accreditation, agencies can rely on FedRAMP
standards to streamline such assessments.
11

Ibid.
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Other cloud-based features that enable
compliance with standards like CJIS, HIPAA,
DISA, IRS 1075, PCI DSS and FedRAMP:

• Data encryption to assist in the
protection and secure storage
throughout the entire lifecycle
• Advanced security measures, such
as DOS, DDOS and IDS to protect
criminal justice information from
intrusion
• Session locks after 30 minutes of nonuse help to protect personal devices
from intruders who lack the rights to
access certain information
• Advanced authentication measures,
such as risk-based authentication
and one-time passwords, to allow
videos and other information to be
accessed remotely

More than just providing security for
sensitive data, compliance in the cloud can
create a more proactive work environment
within government organizations. Advanced
cloud tools, such as policy-driven data
retention and site recovery, mean agencies
can worry less about lost or compromised
data, and agencies can remain compliant.
Leading site recovery technology in the
cloud allows agencies to test data recovery,
automate replication of virtual machines,
customize your recovery plans, monitor the
health of your network remotely and encrypt
data during and after replication. Knowing
that data is covered and compliant means
IT staff can spend less time worrying about
security measures, such as updating legacy
systems, and more time working to advance
the business IT goals of the agency.

• Restricting the number of login
attempts available to one person,
denying access to intruders and
unauthorized personnel
• Tiered access controls to regulate
access to information at varying
points throughout the case—
even through dissemination

13
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CHAPTER 3

Privacy & Control
Over Data

Trust begins with ISO/
IEC 27018 compliance...

Utilizing cloud services does not mean government agencies have to
give up control and privacy over data. A commitment to privacy in the
cloud is critical from any leading cloud services provider. To feel safe
in this new computing environment, organizations should move into
a trusted space that has the experience and fundamentals in place to
ensure they can be trusted with sensitive data.
The leading practices in multi-tenant cloud services are trustworthy
practices that put government organizations at ease when it comes
to protecting the privacy of information. Trust begins with ISO/IEC
27018 compliance, which shows a commitment to the first international
standard of practice for privacy in the cloud.
What are some other privacy considerations necessary to establish
leading cloud-based security practices?

15
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1. COMPLETE DATA OWNERSHIP
When dealing with cloud providers, government organizations must be
sure that they own their data in order to maintain data and content
privacy. That means organizations should explicitly be allowed to access
any of their own data—including text, sound, video, or image files
and software—for any reason at virtually any time. For leading cloud
services, data ownership is certified by ISO/IEC 27018.

2. COMPLETE DATA CONTROL
Control over data in the cloud can not only protect your data, but it
can also enable a more streamlined working environment within the
organization. Visual insights into that data help you ensure all your
cloud servers are up to date, quickly identify operational issues that
require attention and forecast your future storage needs.

In 2014, federal agencies reported
67,168 security incidences. Some
with sophisticated measures... 3

3. PURPOSE-BASED SERVICE AGREEMENT
It’s important to be sure your information is not going to be used for
any other purpose but those agreed upon by the organization in the
service agreement with the cloud provider. Data should not be used
for the provider’s purposes, advertising, or any purpose not clearly
spelled out in the agreement.

4. TAILOR-MADE SECURITY POLICY
Organizations should be able to recommend and monitor security
configurations that fit the needs of the agency. With this, the ability
to prevent, detect, and respond to threats with increased visibility and
control over the security of cloud resources is critical to enabling a
higher functioning work environment.

5. CUSTOMER LOCKBOXES
Organizations moving to the cloud might be concerned about outside
access to agency content, especially in the case of a service issue. Best
practices in the cloud point to service operations that require minimal
interaction with customer content through lockbox options. Even if
there is a service issue with an email or application, information should
be kept private and in your control at all times.

16
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CHAPTER 4

Transparency
in Cloud

It is critical to know that the staff
working with your servers on the cloud
provider-end are thoroughly vetted...

Organizations should establish an expectation of high levels of
transparency into their data and into cloud infrastructure, policies, and
procedures. Transparency can help government leaders make the most
informed risk management decisions and feel secure in the cloud.
What factors should be considered when seeking high-level
transparency in the cloud?

1. LOOK FOR CERTIFICATION
National certifications are an effective ruler for measuring up leading
cloud practices in transparency. FedRAMP has a national standard
for cloud security in the United States since 2012. Partnering with a
cloud service provider that meets, and ideally exceeds, the rigorously
evaluated FedRAMP certification is a must. Third party regulators,
like the Cloud Security Alliance STAR registry, can also make finding a
partner that values transparency in the cloud an easier process.12

2. LOCATE SERVERS
It is critical for government agencies to have flexibility and choice of
geography and redundancy to meet their needs, as well as having
hybrid options to protect their most sensitive data.

3. LOGICAL DATA SEPARATION
Public cloud servers that hold government data should be logically
separated from the cloud servers of other commercial businesses,
ensuring that governmental information—and the information of
citizens—has customized and compliant security measures in place.

4. PERSONNEL BACKGROUND CHECKS
It is critical to know that the staff working with your servers on the
cloud provider-end are thoroughly vetted and undergo compulsory
background checks to ensure only screened personnel have access to
your secure servers.
12 Gsa.gov.
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GSA Announces First FedRAMP Provisional Cloud Security Authorizations. December 27, 2012.

5. REAL WORLD BREACH
SIMULATIONS
Cybersecurity is also about keeping the cyber
environment clear of attackers. A leading cloud
security partner should work to prevent threats
and be at the forefront of security intelligence.
It’s these providers that go the extra mile for
the security of government customers with
a team on constant alert to identify, thwart
and resolve security incidents. These services
also rely on a trustworthy foundation of
technology, including mandatory software
development that ensures security technology
evolves as cyber technology does.

6. ADVANCED THREAT ANALYTICS
Complex user behavior creates blind spots
in networks that could be vulnerable to
attacks. Government agencies need advanced
measures to analyze abnormal behavior and
suspicious activities, activated through highlevel machine learning. Transparency into the
network can help prevent malicious attacks
and activate real time security alerts.

2016 CYBERSECURITY REPORT
RANKS U.S. GOVERNMENT
LAST AMONG MAJOR
INDUSTRIES
The SecurityScorecard 2016
Government Cybersecurity Report
evaluated the security hygiene and
reaction time of 600 local, state, and
federal U.S. government organizations
and ranked them behind 17 different
sectors of private industry peers.
Among the report’s findings are the
following observations:
• SecurityScorecard identified 35 data
breaches among all U.S. government
organizations between April 2015
and April 201613
• The biggest U.S. government data
breach in 2015 was a cyberattack
on the Office of Personnel
Management, which resulted in 21.5
million stolen records14
President Obama’s recent $19 billion
Cybersecurity National Action Plan
represents a long-term commitment to
improving the U.S. government’s overall
cybersecurity performance.

13
U.S. Government Ranks Last Among Major Industries in
Cybersecurity. (2016, April 14).

Ledesma, J. (2016, April 14). How Big Is the U.S. Government
Cybersecurity Problem? - SecurityScorecard Insights & News.

14
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CHAPTER 5

On Your Way to
a New Security Posture

Organizations of all sizes and in all sectors
are in the middle of a fundamental shift in
their approach to cybersecurity.

Organizations of all sizes and in all sectors are in the middle of a fundamental shift in their approach to cybersecurity.
To that end, Microsoft’s position in an increasingly interconnected world relies upon four key ingredients: trust, privacy,
compliance, and regulation. This interconnection is critical to securing businesses, governments, and technology against
cybersecurity threats. It’s a security-first approach to technology and sensitive information that must be safeguarded.
Trust is the foundation of everything Microsoft does, especially when it
comes to cybersecurity. Our customers rely on us to make sure they’re
getting the best defenses possible. Information privacy is an extension
of that trust. Your information is yours, it’s under your control and we
draw clear, secure lines as to who has access to it and who doesn’t.
Compliance is always a priority and we work to ensure that our
solutions comply with legislation. We constantly stay tuned in to
the vast government regulations landscape in order to manage your
data in compliance with the law.

21
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For government agencies, especially those new to hosted cloud
environments, it’s more important than ever to know what we are
doing with your data at all times, which is why Microsoft is dedicated
to transparency when it comes to your data. With Microsoft cloud
solutions, you know where your data is so you can feel confident in
the cloud.

CHAPTER 6

An Embedded
Approach to Security
with Microsoft

The days of purchasing expensive,
clunky, one-off security solutions
are over.

The White House’s recently announced Cybersecurity National
Action Plan, which gives government agencies the tools and
resources they need to build up their cybersecurity forces in the years
to come, presents challenges. Updating existing systems, thanks to
pressures from this new initiative, can sometimes mean downtime
and interruptions for applications. This leads to inefficiencies that
many government agencies simply can’t afford.
Microsoft’s cloud solutions for government give agencies a way
to update legacy systems so they can meet the growing pressures
from increasing cyber threats and the new White House cybersecurity
CNAP initiative. Through security requirements that are baked into
the systems and software throughout all phases—deployment,
development, design, and even planning—these cloud tools are
comprehensive and trusted by some of the most critical public
sector organizations in the United States.

By building security right into our cloud products, hardware, and
devices, we are able to offer comprehensive cloud and hybrid solutions.
Microsoft users log in more than 14 billion times daily and generate 10
terabytes of data, every day15. This massive amount of data allows our
security experts to analyze complex behavior trends and determine with
authority what constitutes malicious behavior and what does not. The
diversity of data Microsoft analyses—including everything from cloud
data and network data to end user information—gives us the power to
offer some of the most informed tools available.
These tools, and the robust cybersecurity infrastructure behind them,
are designed to offer not only top security measures but also advanced
productivity tools and leading cloud technology to propel your
organization forward. The days of purchasing expensive, clunky, one-off
security solutions are over. Microsoft is helping to change the face of
cybersecurity for government organizations.

15 Julia

White, “Live Demo: Protecting against, Detecting and Responding to Threats,” Microsoft Virtual Security
Summit, March 2016
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CYBER DEFENSE OPERATIONS CENTER

IDENTITY ACROSS DEVICES

Customer data is analyzed in Microsoft’s state-ofthe-art Cyber Defense Operations Center, which
is staffed around the clock by a team of security
experts. The terabytes of data Microsoft collects
every day is funneled into the center to create a
threat and security landscape that helps inform our
protection, detection, and response strategies. The
Center not only extracts knowledge from the data
that billions of users are providing each minute,
but it also serves as a launching pad for realtime integration of this knowledge into our cloud
platforms. This team of experts is positioned to
provide immediate solutions to real cyber threats
with unprecedented visibility. And organizations
are not only equipped with the necessary
protection, detection, and response tools, but
they’re also informed of updates to constantly
improve their security posture.

Identity is critical to security in today’s world
of cyber threats. Recognizing and maintaining
control over user identities is a way organizations
can prevent unauthorized access and detect
threats immediately. With all the various devices
and operating systems accessing information
on a day-to-day basis, one-off security solutions
either don’t cover everything or they become too
cumbersome. Microsoft’s cloud solutions are built
to regulate identity across all devices, regardless
of the operating system or machine that’s used
to access organizational data. The blanket-level
security offered through tools like Advanced
Threat Protection gives unparalleled insight into
information that can only be collected in the cloud.
This position empowers IT to immediately protect,
detect, and respond to potential threats.

“Security is a
journey and not
a destination…
It’s only by working
closely with our
partners, the
security ecosystem
and governments
around the world,
that we can ensure
consumers and
businesses are
able to trust the
technology they
use, and don’t view
security as a barrier
to technology
adoption.
– Bret Arsenault, Chief
Information Security
Officer16
16 http://blogs.microsoft.com/blog/2015/11/17/
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enterprise-security-for-our-mobile-firstcloud-first-world/#sm.00001tq8rgqfu9ew5x8
1c5rfgf0d7

COMPLIANCE IN
THE CLOUD

CLOUD PROTECTION TO
FIT EXISTING SYSTEMS

Microsoft is dedicated to helping
government agencies using cloud
and hybrid environments comply
with the law. Tools to comply with
strict and ever-changing national
standards such as ISO, DISA, IRS
1075, CJIS, HIPAA, FedRAMP,
FISMA, and FedRAMP High are
continuously up-to-date, enabling
compliance for Microsoft’s U.S.
government cloud customers.
These compliance standards
are built into the framework of
Microsoft services for government.
Azure Government was one of
the cloud providers chosen to
participate in the pilot of FedRAMP
High. In the past, government
agencies only had the ability
to migrate workloads that were
low or moderate impact. Now
tools like Azure Government can
help to provide more security
in processing high-impact
information, which is data that
if not properly protected could
adversely affect the organization.

The cloud services offered by
Microsoft can snap into existing
systems as much or as little as your
organization requires. This makes
it possible to maintain existing
technology while still empowering
government agencies to benefit
from more secure cloud services.
You can choose and customize
the tools, services, and operating
systems you need—tools and
frameworks like Windows, Linux,
.NET, PHP, and Node.js—to
optimize the cloud solution for
your agency. Azure Government,
Intune, and other governmentready services from Microsoft
provide a unified environment with
one sign-on across cloud services
and extra storage capabilities.
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“ASSUME BREACH” STRATEGY
As part of the overall protection,
detection, and response approach
to cyber threats, Microsoft applies
a blanket “assume breach” strategy
to keep systems and applications
as secure as possible. This allows
defenses to be seen from an attacker’s
point of view and includes tests to fix
vulnerabilities. This approach allows
organizations to see how well their
defenses would hold up in the face of a
real threat. It’s a necessary strategy that
helps to ensure there are no weak spots
before an attack occurs. Microsoft’s
incident response services are available
24/7 in order to minimize the damage
done once an attack is underway.
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U.S.-BASED PHYSICAL
ISOLATION
Our networks and datacenters
are specifically designed to meet the
needs of government agencies and
the growing pressures they’re facing
today. That’s why Microsoft government
networks are physically separate from
public entities. It’s also why Microsoft
datacenters for government are only
located within the continental United
States. Not only that, but government
storage is geo-redundant, meaning
that it’s replicated on two servers that
are at least 500 miles apart in case of a
major disaster at one location. The data
is then encrypted while in transit. And
government instances are operated by
screened and approved United States
citizens only.

T H E I N S I D ER ’ S G U I D E TO C Y B ER S ECU R I T Y F O R G OV ER N M EN T

CHAPTER 7

Microsoft’s Foundations
of Cybersecurity

Taking a holistic approach to
cybersecurity helps prevent attacks and
mitigate any damage they might cause.

Microsoft’s effective approach to cybersecurity is three-fold: protect, detect, and respond. At Microsoft, we have built a
comprehensive suite of tools and services for government agencies to align with these three strategic principles. Taking a
holistic approach helps prevent attacks and mitigate any damage they might cause. Last November, Microsoft CEO Satya
Nadella announced an annual investment of $1 billion in new security technology and practices, focused on this comprehensive
approach to cybersecurity.
ADVANCED PROTECTION
Today’s cloud-first, mobile-first world demands the highest level of identity
and data security protection for the users, the device and the application.
Microsoft has embedded advanced security measures throughout our
cloud, datacenter, identity, and device technologies, all of which work
together to provide a holistic, protective shield.
• Windows 10 provides biometric logins to eliminate the need
for passwords, malware protection to prevent installation of
untrusted or malicious code, and encryption and app restriction
policies that separate personal and corporate data at the OS level.
• Enterprise Mobility Suite (EMS) helps IT protect and manage
access to corporate data from nearly any mobile device to protect
against data loss.
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• Microsoft Azure, a FedRAMP High certified cloud, uses rights
management to encrypt and help protect any type of data in the
cloud, whether at rest or in motion, and Azure Active Directory
simplifies identity management and makes signing into multiple
services from any device more secure.
• Office 365 Advanced Threat Protection helps protect users
against unsafe attachments and malicious links, and Office 365
also provides Data Loss Prevention and Exchange Online Protection
to help agencies protect their data.
• Dynamics CRM uses role-based and record-based security to
enable protected collaboration.
• SQL Server helps protect sensitive data with always-on encryption
and tight authentication rules.

INTELLIGENT DETECT

RAPID RESPONSE

After the defenses have been laid, detecting cyber
threats is another essential step in maintaining a secure
environment. Microsoft leverages its extensive security
monitoring and data collection to create a significant
defender advantage. Environmental heuristics capabilities
can spot abnormalities others may miss to enable faster
responses to attacks.

Because of the increasingly creative and complex strategies
cybercriminals are using to gain access to government
systems and data, response is an oft-forgotten but
absolutely critical piece of the security puzzle. With the
help of the Intelligent Security Graph, essential information
is continually fed to our security teams, helping to keep our
security measures as up-to-the-minute as possible.

• The Intelligent Security Graph that results from the
CDOC’s work enables us to better detect attacks, and
accelerate our response to help protect our customers
and partners from modern day threats.
• Microsoft Azure provides advanced threat detection
for customers hosting virtual machines in Azure,
and new threat visualizations for insights into server
attacks on customers’ own premises.
• Office 365 offers advanced security alerts, provides
visibility into what’s happening with cloud services
across the network, and lets you set policy for what
applications can access Office 365.
• Microsoft offers a number of support services to
help customers detect attacks including a Persistent
Adversary Detection Service and the Microsoft Threat
Detection Services.
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• Microsoft Azure provides backup and recovery for
automated data protection.
• Office 365 makes it easy to remotely wipe clean
lost or stolen devices and to perform eDiscovery on
stored documents.
• Incident Response teams are ready
24x7 to quickly assess and mitigate cloud
security incidents while managing internal
and customer communications.

Government Cloud Solutions
Beyond security, Microsoft’s cloud solutions for government agencies offer
as much or as little hosted cloud capability as you need, allowing you to
tailor your cloud solution to fit your IT environment.

OFFICE 365 U.S. GOVERNMENT
For government agencies
with advanced IT requirements,
Office 365 U.S. Government is
an ideal first step into the cloud.
Organizations can maintain
current technology investments
while tapping into the productivity
and collaborative capacity
of cloud computing.
• Access mail and calendars
from any desktop or web
browser through Outlook Web
App, with 50 GB of mail space
per user and 150 MB
for attachments
• Includes 1 TB of personal
storage for users
• 300 team sites available
for collaboration
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Office 365 offers tools agency
personnel know well—Word,
Excel, OneNote, PowerPoint,
and even Skype.
• Optimized for Windows Phone,
iOS, and Android™ devices
• Cloud-built third party
applications deployed for
Office and SharePoint to
enhance online collaboration
and productivity
• Up-to-date version upgrades
are pushed out to customers
when available, without
further investment
• Host multi-party meetings
in HD, with annotations,
instant messaging, virtual
whiteboarding, and one-click
screen sharing
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The admin portal built for Office
365 delivers visibility and control
into the hands of IT.
• Automated commands
or customized
configuration options
• Active Directory integration
to manage credentials and
use permissions with single
sign-on
• Security-first and
compliance-capable

Microsoft Azure
Government was
chosen to participate
in the pilot of FedRAMP
High. Historically,
government
organizations could
only migrate lowand moderate-impact
workloads. Highimpact workloads
that, if not properly
protected, could
adversely affect the
organization, were not
secure for migration.
As a FedRAMP Highcapable tool, Azure
Government can
now aid in the secure
processing of highimpact information.

MICROSOFT AZURE GOVERNMENT
Azure Government is designed to help meet the higher
security and compliance needs of U.S. government
organizations. And, with Microsoft Azure, you can still
rely on the IT investments you’ve already made, but
harness the computing power and scalability of the cloud.
• Compliance-capable, helping government
agencies maintain the highest levels of built-in
regulatory compliance
• Developers can build scalable, agile,
and open applications
• Government instances are physically
and logically isolated
• All data, applications, and hardware are stored within
the continental U.S., operated by U.S. personnel only
• Two datacenters located at least 500 miles apart,
offers government customers geographic redundancy
• Support for hybrid environments and complete
integration with other Microsoft cloud services
• Azure Active Directory allows administrators to offer
users SaaS applications with a single sign-on and
manage identity in the cloud

See how Microsoft’s cloud for government solutions,
including Office 365, Dynamics CRM Online, and Azure,
fit your needs. Get in touch with us to start your trial.

MICROSOFT DYNAMICS CRM ONLINE
FOR GOVERNMENT
This complete CRM solution for government
organizations puts citizen relationship
management at the same level as customer
relationship management. As a platform that’s
built to manage relationships, Dynamics CRM
for Government works in the cloud to empower
productivity and visibility into constituents.
• Line of business solutions can be configured
easily and through mobile collaboration
whenever necessary
• Increase efficiency levels and manage data in
a secure, cloud-based environment
• Complete integration with Microsoft Azure
for Government and Office 365 for
Government and allows you to free up staff
for more mission-driven projects that actually
move the needle
• Enhance agility and delivery time
• Offer end users convenient online services
based on tracked demand

With its Axon
solutions and cloudbased Evidence.com
platform for managing,
analyzing and sharing
data, TASER is a global
leader in video systems
for law enforcement.
In late 2015, TASER
selected Microsoft
Azure to be the
cloud platform
around the world
for Evidence.com.
TASER and Microsoft
combine two
powerful technology
platforms to help
transform public safety
operations and make
policing smarter and
more efficient.

...Security is constantly evolving to
protect against, detect, and respond
to incidents that might compromise
critical data or assets.

CONCLUSION
Everything from sensors to emails to personal devices to datacenters
is included in a government agency’s environment and needs to
be protected. Retiring legacy systems that can make agencies and
departments vulnerable to attack and leveraging leading security
technology are critical steps forward for government.
Having confidence in a cloud platform means knowing that CSIP
objectives and CJIS compliance standards are being met. It also
means that security is constantly evolving to protect against, detect,
and respond to incidents that might compromise critical data or assets.
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More than just protection against cybersecurity threats, choosing a
cloud solution means allowing peace of mind to pervade all levels of
the organization. With the empowerment of cloud-based solutions,
government agencies can expect a more proactive work environment,
more streamlined workflows, and the ability to connect all the dots
within the organization.
Industry-leading cloud-based security practices that focus on security,
privacy, control, transparency, and compliance can help organizations
feel at ease, so they can confidently step into business life in the cloud.
For more information on how to protect your agency and the citizens
you serve, visit www.microsoft.com/government or request a contact
from a Microsoft representative at https://aka.ms/govcontactme.
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